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	E-GOV SCORECARD FOR USF&WS (10/19/2005)

	CRITERION 1:  DOI Enterprise Transformation
· Bureaus work cooperatively with other Bureaus and Departmental offices to consolidate existing projects/systems for multi-Bureau, DOI-wide, or multi-agency implementation, specifically including Enterprise Services Network (ESN), Active Directory (AD), E-Authentication and Enterprise Messaging Services (EMS).
· Integration and mass purchases save significant resources and prepares DOI for reductions

	DESCRIPTION: 

· ESN: (1) Bureaus complete shut down of legacy Internet Points of Presence (28 IPOPs) by June 2005, (2) connect to the ESN intranet (5 Enterprise IPOPs) by June 2005, (3) complete migration of regional and other large offices to MCI VBNS+ by September 2006, and (4) transition network & security management to ESC NOSC. 
· AD: (1) Bureaus complete development of migration plans to DOI.Net root services by November 2004, (2) complete migration of user objects necessary for E-Authentication, ESN and FBMS 1A by dates needed for implementation of those projects, (3) complete migration of users objects necessary for E-Authentication, ESN and FMBS 2A by dates needed for implementation of those projects, and (4) complete migration of all user objects to DOI.Net by December 2005.
· E-Authentication:  Bureaus complete E-authentication plan by October 2004 and all employees use SmartCard for gaining physical and logical access to appropriate DOI-controlled systems by October 2005.
· EMS: Bureaus transition from legacy electronic mail systems to enterprise MS Exchange. Bureau meets EMS project plan deadlines including organizational readiness, governance and workforce plans.

	METRIC

1-3 (Red) – Bureau is in planning stages for implementing enterprise solutions for ESN, AD, E-Authentication, and EMS.  Bureau uses enterprise blanket purchase agreements (BPA) or enterprise licensing agreements (ELA).
4-6 (Yellow) – Bureau is behind schedule on milestones and implementation dates for ESN, AD, E-Authentication and EMS.  Bureau has process in place to ensure full use of enterprise BPA or ELA.
7-9 (Green) – Bureau has implemented or is on schedule to meet ESN, AD, E-Authentication and EMS milestones and implementation, and to meet needs for related enterprise projects such as FBMS.  Bureau has process in place to ensure full use of enterprise BPA or ELA.
10 (Best Practice) – Bureau provides leadership in one or more major enterprise project, such that Bureau can document savings from enterprise efforts; leadership of enterprise implementation enables other bureaus to create savings and improvements.  

	BUREAU SELF-RATING:  6 (Yellow)
· ESN – remediated vulnerabilities, developed Interconnection Security Agreement and Memorandum of Understanding, and installed circuits. Continued periodic coordination meetings with OCIO. Working with OCIO on network solutions for remote sites. We are still concerned about readiness and reliability of ESN to support FWS.

· Active Directory – obtained funding, reactivated Planning Team, team met 9/20 to develop Service-wide implementation plan to complete wide area networked sites during FY 2006 and remote sites by the end of CY 2006. Depends on development of remote site network solutions in cooperation with DOI.

· Messaging – analyzed cost, schedule, and operational issues. Met with OCIO 9/9 to discuss issues. Funding in FY 2006 remains problematic. Participated in DOI’s October project planning meeting and will participate in DOI’s November project planning meeting.

· E-Authentication – formed integrated project team, developed initial implementation plans, developed and submitted capital plan, ordered initial 10,000 cards.

· Fish and Wildlife Service assisted the Department in its re-competing of consolidated blanket purchase agreements (BPAs) for desktops, servers, and laptops. Efforts are now being focused on  communication and training to the Service IT community on the use and administration of  the contracts and ensuring their effectiveness.
· Improved tracking of products under the new Microsoft Enterprise License Agreement.

· Collecting requirements and participating in the renewal of the Symantec and Oracle Enterprise License Agreements.


	ADJUSTED SCORE

	PREVIOUS SCORE                                                
	Δ


	E-GOV SCORECARD FOR USF&WS (10/19/2005)

	CRITERION 2:  IT Security  

· Assure the confidentiality, integrity and availability of Interior’s IT resources.
· Continue progress toward meeting the requirements of the Federal Information Security Management Act (FISMA) of 2002.  

	DESCRIPTION: 
Focus areas (based upon ongoing FISMA reporting requirements):

· Certification & Accreditation (C&A) activities 
· Configuration control and system management
· Plans of Actions and Milestones (POA&M) accomplishment and tracking
· Contingency plans and disaster recovery 

· Incident Reporting

· IT security program reviews 

	METRIC

1-3 (Red) – Bureau has limited IT contingency plans in place and tested. Agency system inventory contains frequent inaccuracies or omissions on systems, components, or interconnections. POA&M fails to reflect substantial findings of self or independent inspections.  Findings assessed at high risk remain within POA&M from prior year. Current and correct C&A packages for fewer than 70% of all IT systems in production. Program reviews reveal frequent, substantial, and persistent issues in compliance with DOI policy. Any high or moderate risk system is missing a contingency plan or less than 50% of contingency plans have been tested.
4-6 (Yellow) –– Current and correct C&A packages for fewer than 80% of IT systems in production.  Agency system inventory is accurate for all high risk systems, but has discrepancies with other systems regarding components or interconnections. With some frequency, self or independent inspection findings fail to be managed within the POA&M. A minority of high risk issues remain unresolved for moderate or higher risk systems. Program reviews reveal infrequent, but significant deviations from DOI policy compliance beyond the reasonable acceptance of risk. 100% of systems conduct contingency plan validation, but less than 50% of systems validate technical elements.
7-9 (Green) – Exceed 90% current and correct C&A packages for IT systems. Agency system inventory is 100% accurate at semi-annual checkpoints. 98% of self or independent inspection items are managed via the POA&M process. System owners schedule remediation of POA&M items into releases with 100% of high risk findings recorded and resolved within 180 days. 100% of contingency plans are in place and tested, with at least 50% of systems tested include technical validation. 

10 (Best Practice) – All system C&A packages are current and all tasks independently validated. Agency system inventory is integrated with the change management process and maintains real-time updates. POA&M is tracking all self and independent findings with no high risk issue exceeding 180-days to resolve. Program reviews reveal full compliance with DOI policy or exceptions are appropriately noted and approved within C&A packages. 100% of systems have current and accurate contingency plans with 100% conducting annual testing. At least 75% of contingency plan tests include technical validation.

	BUREAU SELF-RATING: 8 (Green)
· 100% of Service employees completed annual security awareness training (FWS was the first large bureau done).

· 92% of C&A’s current and correct. All Service General Support Systems (GSSs) and Major Applications (MAs) have completed Certification and Accreditation (C&A) activities, including Security Tests & Evaluations (ST&Es), with the exception of SPITS.  SPITS is currently undergoing re-Certification and re-Accreditation activities and is expected to undergo a ST&E in the October/November 2005 timeframe.
· 100% of known items are tracked and managed through the POA&M. Certified POA&M reports for third and fourth quarter. FWS had no erroneous reports of closure. FWS POA&M guide provided for use as basis of DOI guide.

· Successfully detected, blocked and reported IG penetration tests (FWS was the only large bureau not penetrated by the IG’s contractors). No high risk vulnerabilities were detected. Developing mitigation plan for medium and low risk vulnerabilities to incorporate into POA&M.

· 100% of contingency plans are in place and were tested including simulations but not technical validation.

· Completed and closed all IT related notices of findings and recommendations (NFR’s) from the 2004 financial audit by June 30 deadline.  Coordinated response to all IT related NFR’s in 2005 audit with System Owners, CFO staff, and auditors. All items limited to management letter comments, no reportable conditions or material weaknesses.
· Installed Intrusion Detection System (IDS) and a vulnerability sensor (VAM) in Region 7 (Alaska). Purchased two additional NetContinuum firewall appliances to strengthen the perimeter security. Purchased host based intrusion detection software for high priority servers, routers, and workstations. Purchased 3 additional modules of WebSense web security management software. Developed draft WebSense implementation plan. Purchased Cisco MARS firewall and router log aggregator audit reduction tool. Purchased Tipping Point intrusion prevention system software. Investigating purchase of additional tools in 2006 to mitigate risks found during the OIG’s penetration test.

· Submitted final required information for FISMA report on 9/16/05. Concerned about POA&M process guidance for legacy systems. Concerned about guidance related to Section 8 of the FISMA report, specifically, defining “installations” and the management control process for formally adopting Security Technical Implementation Guides (STIG’s).



	ADJUSTED SCORE: ______________

	PREVIOUS SCORE                                                
	Δ


	E-GOV SCORECARD FOR USF&WS (10/19/2005)

	CRITERION 3A:  Business Management – Enterprise Architecture  

Use Enterprise Architecture to align DOI’s IT resources with its Strategic Plan and OMB’s Federal Enterprise Architecture. Improve efficiency, promote data sharing and minimize system redundancy.  Develop and maintain an inventory of DOI’s IT assets; develop and implement Modernization Blueprints.

	DESCRIPTION: 
· Document consolidated or streamlined business processes through business architectures.  Bureau business architecture links to DOI business architecture and to DOI strategic plan.
· Populate Departmental Enterprise Architecture Repository (DEAR) and the respective Bureau Enterprise Architecture Repository (BEAR) and update information on regular basis.
· Participate in DOI Investment Review Board (IRB) Priorities process.
· Implement IRB approved Modernization Blueprints by undertaking actions (e.g., transition planning, retiring/interfacing systems) identified in the blueprint for their respective bureau. 
· Launch or actively participate in new Modernization Blueprints for key Lines of Business (LOB). 
· Initiate business process reengineering efforts as needed.

	METRIC
1-3 (Red) – Bureau is participating in modernization blueprint development efforts.  Bureau has not fully populated or updated information in DEAR & BEAR or acted upon approved blueprint recommendations. Bureau has initiated planning for implementing Modernization Blueprint recommendations.
4-6 (Yellow) – Bureau has partially validated information in DEAR & BEAR.  Bureau is participating in the development of future Blueprint efforts. 

7-9 (Green) – Bureau has documented reengineered business processes in the Bureau/DOI enterprise architecture, and is moving toward implementing improvements.  Bureau has fully populated, validated and regularly updates their information in DEAR & BEAR.  Bureau is successfully implementing the approved modernization blueprint recommendations and has launched or is actively supporting development of future Blueprint efforts.

10 (Best Practice) – Bureau fully meets green and is using architecture products to improve IT management and planning.  Bureau identified specific process improvements resulting from business process re-engineering; Bureau can document savings from BPR efforts; leadership of multi-bureau Blueprint development and process re-engineering enables other bureaus to create savings and improvements.

	BUREAU SELF-RATING:  7 (Green)
· Completed DEAR Phase IV efforts. (FWS received second highest score on DEAR efforts).
· Completed hands-on quality control and updates to information on FWS systems in the DEAR that support the law, finance, and recreation blueprints.
· Participated in fire, law enforcement, recreation, trust and finance modernization blueprints.
· Provided a co-lead for geospatial modernization blueprint. Participated in the Enterprise Geographic Information Management Team training session on Modernization Blueprint Methodology for the geospatial modernization blueprint.
· Actively participated on Data Advisory Committee (DAC) Tiger Team. Reviewed and commented on Draft Department Manual Chapter on Data Resource Management and Enterprise Data Standardization Procedures. Participated in the quarterly Data Advisory Committee (DAC) meeting and Tiger Team efforts to evaluate proposed additions and data classifications to the DOI Data Reference Model (DRM).
· Coordinated efforts to establish a formal process for the review and endorsement of non-federally authored data standards within the DOI IT Governance structure.
· Plan to hire Enterprise Architect in first quarter 2006


	ADJUSTED SCORE

	PREVIOUS SCORE                                                
	Δ


	E-GOV SCORECARD FOR                                               (DATE)

	CRITERION 3B:  Business Management – IT Investment Management
· Actively use CPIC process to manage DOI’s IT portfolio
· Reduce costs and improve efficiency through active management of IT resources.  

· Identify investment strategies to respond to budget direction.   

	DESCRIPTION: Bureau has 100% of IT spending, including IT infrastructure and steady state systems, on Ex. 53.  Bureau accounts for at least 60% of its IT spending in Exhibit 300’s. All information about investments is consistent between all planning documents. Bureau routinely monitors IT investments in development, modernization or enhancement states to ensure they operate within 90% of cost, schedule, and performance targets identified in their baseline, and has certified project managers for all major investments. On a regular cycle, Bureau evaluates steady state systems to decide future actions, such as enhancement, integration, or retirement.  CPIC practices successfully integrate other IRM disciplines including architecture, security and information management.  Bureau achieves Stage 2 of IT Investment Management under GAO model, and is moving toward Stage 3.

	METRIC (If two criteria are met, use lowest score; four, use middle score; all, use high score. To reach best practice (10) all criteria must be met.)
1-3 (Red) – Bureau has select policies, procedures, and practices in place for some key process areas defined under Stage 2. Bureau has inadequate tools for managing and consolidating IT systems or assets.  Not all major investments receive a passing score.  Major investments have greater than 10% variance in cost, schedule or performance for more than one quarter.  Bureau has no process for conducting operational analysis on steady state systems.

4-6 (Yellow) - Ex. 53 details 100% of IT spending; all major investments receive passing score for the Ex. 300s, and most project managers are certified; Bureau is using CPIC processes to integrate most internal systems; is meeting milestones for consolidating multi-Bureau or –agency systems. Bureau has one or more major investments with greater than 10% variance in cost, schedule or performance for more than one quarter.  Bureau has a process for operational analysis of steady state systems.

7-9 (Green) – Bureau or Office has all policies, procedures, and practices in place to achieve GAO ITIM Stage 2 requirements (as documented in ITIM Version 1.1, March 2004). Achievement of ITIM Stage 2 must be documented through a Self-Assessment. Ex. 53 details 100% of IT spending; all major investments receive passing score for the Ex. 300s, and have certified project manager in place; CPIC practices successfully integrate other IRM disciplines including architecture, security and information management.  Bureau has no major investments with greater than 10% variance in cost, schedule or performance for more than one quarter.  Bureau is conducting operational analysis of steady state systems on a systematic basis. 
10 (Best Practice) – Bureau meets ITIM Stage 2, has completed an independent validation and verification, and work is under way toward Stage 3.  Bureau contributes to the improvement of IT Investment Management maturity in Interior by sharing best practices and expertise, collaborating on policy and procedure development, supporting training or otherwise supporting and promoting progress in other organizations.  All major investments have less than 10% variance in cost, schedule and performance all the time.  Steady state systems are being evaluated in a systematic basis for retirement, enhancement, or integration. Results of analysis are incorporated into future investment planning and documented in Department and/or Bureau Enterprise Architecture Repository.

	BUREAU SELF-RATING:  6 (Yellow)
Completed FY 2007 capital planning submission with significant improvement in methodology and accounting for all IT costs.  Exhibit 53 is much more comprehensive than prior year (increase from $63 million to over $90 million due to improved reporting).
Formally adopted DOI capital planning guidance as Service policy. During the first quarter FY 2006, Service manual policies and procedures are planned for development and revision in order to correspond with DOI guidance. 

Chartered IT Investment Review Board (IRB) and solicited for members.  The first Board meeting is planned for November 2005.

ITIM Stage 2 completion is planned during FY 2006.

We plan to hire a Branch Chief to oversee investment management during the first quarter of FY 2006.


	ADJUSTED SCORE

	PREVIOUS SCORE                                                
	Δ


	E-GOV SCORECARD FOR USF&WS (10/19/2005)

	CRITERION 3C:  Business Management – Implementing E-Gov Strategy
Technology for citizen-centered, integrated, secure services.

	DESCRIPTION: 
· E-Government at the Department of the Interior enhances services for citizens and increases efficiency by using technology and business process reengineering to improve the effectiveness of services.

· Bureau management of IT assets advances Interior’s E-Gov goals and objectives:  1.  Use technology to improve Interior’s ability to protect the nation’s natural, cultural, and heritage resources; 2.  Use technology to improve Interior’s ability to manage resources to promote responsible use and sustain a dynamic economy; 3.  Use technology to improve Interior’s ability to provide recreation opportunities for America; 4.  Use technology to improve Interior’s ability to safeguard lives, resources and property, advance scientific knowledge, fulfill trust responsibilities to Indian tribes and individuals, and improve the quality of life for the communities we serve; 5.  Employ E-Gov solutions to achieve the Department’s management excellence goals and the President’s Management Agenda; 6.  Reinforce the underlying structures and processes necessary to successfully develop, implement, and operate E-Gov solutions.

	METRIC
1-3 (Red) – Bureau appoints a senior executive to the E-Gov team who leads Bureau E-Gov efforts, and actively participates in DOI E-Gov efforts. Bureau supports improvements in DOI organizational E-Gov capabilities (E-Gov Goal 6).  Bureau has draft E-Gov Strategy and Tactical Plan to implement the DOI E-Gov plan.  Bureau has plans for business process reengineering.
4-6 (Yellow) – Bureau participates in refining DOI E-Gov processes.  Bureau E-Gov Strategy and Tactical Plan is used to drive business process engineering and management of IT resources.  Bureau uses E-Gov performance metrics as an effective management tool.  Bureau is working collaboratively with other bureaus to analyze business processes and plan enterprise or cross-cutting initiatives.  Bureau has initiated reengineering of mission critical business processes.
7-9 (Green) – Bureau implements refined E-Gov processes. Bureau can demonstrate how implementing bureau and DOI E-Gov strategies and cross-cutting or enterprise initiatives enhances service delivery for citizens, businesses and other governments, and the efficiency of business processes.  Bureau has made significant progress in reengineering mission critical business processes.
10 (Best Practice) – Bureau leadership of E-Gov is generally recognized by E-Gov team. Bureau demonstrates that DOI information and services are accessible when and where citizens, businesses and other government entities need them.  Bureau has identified specific process improvements resulting from business process reengineering; Bureau can document specific savings from BPR efforts.

	BUREAU SELF-RATING:  5 (Yellow)
· Deputy Director Marshall Jones represented the Service on the Department’s E-Gov Team and participated in E-Gov team meetings.
· Advised the DOI E-Gov coordinator on the need for current accurate DOI E-Gov web site to improve communications. A commitment was made to implement those recommendations.
· Advised POB on improvements needed to mature IT investment management process and make it more coherent with the budget process.
· Incorporated E-Government requirements, including business process engineering and performance metrics, in draft Information Resources and Technology Management Strategic Plan. Service-wide review and comment on the draft plan has been completed.  The plan will be adopted and implementation will begin in the first quarter of FY2006.
· Partnered with other bureaus and DOI offices in fire, law enforcement, recreation, trust and finance modernization blueprints
· Partnered with USGS by providing co-lead and staff to support the Geospatial Modernization blueprint. 


	ADJUSTED SCORE

	PREVIOUS SCORE                                                
	Δ


	E-GOV SCORECARD FOR USF&WS (10/19/2005)

	CRITERION 4:  Government-wide E-Gov and Lines of Business Initiatives

	DESCRIPTION: 
· Interior is managing partner for Geospatial One-Stop and Recreation One-Stop, and is one of four Governmental providers for E-Payroll.
· DOI is proposing Center of Excellence solutions for the Finance and Human Resources LOBs, and is participating in the Grants Management and Case Management LOBs. 
· DOI is participating in government-wide E-Gov initiatives led by other managing partners.
· DOI is implementing government-wide E-Government solutions as they become available.

	METRIC

1-3 (Red) – Bureau is developing migration plans for implementing E-Gov solutions as they become available.  Bureau is participating nominally in E-Gov initiatives of other agencies.
4-6 (Yellow) – Bureau is participating in E-Gov initiatives sufficient to develop migration strategies.  Bureau is behind schedule for implementing migration plans according to managing partner project plans.  Bureau is actively participating in one LOB initiative.  
7-9 (Green) – Bureau completes implementation of migration plans or is on schedule to meet project plans.  Bureau is on schedule for retiring or integrating all E-Gov-related legacy systems.   Bureau’s participation in other agency E-Gov or LOB initiative results in savings or improvements in the initiative implementation.  
10 (Best Practice) – Bureau provides leadership in one or more government-wide E-Government solutions, such that Bureau can document savings from the initiative; and leadership of implementation within DOI enables other bureaus to create savings and improvements.  

	BUREAU SELF-RATING:  5 (Yellow)
· Deputy Director issued memorandum clarifying roles and responsibilities for implementing E-Government initiatives and meeting DOI implementation and alignment milestones. Identified 17 out of 25 Presidential E-Government initiatives that will affect FWS. Designated a responsible lead executive and points of contact for each. The next step is to develop implementation plans timely to the deployment of each system and the achievement of the DOI implementation milestones.
· An E-Government Coordinator was assigned in the CIO’s office to coordinate, track and report Service progress on all E-Gov initiatives. The E-Gov coordinator will communicate with Points of Contact for all E-government initiatives that affect the Service, monitor and report on the status and interdependencies of initiatives, and facilitate communications among projects.
· Developed an implementation plan, tested the software, set up a web site of important information, and conducted a Service-wide briefing for IT support staff to implement DOI-Learn learning management system that is scheduled for deployment in the first quarter of 2006.


	ADJUSTED SCORE

	PREVIOUS SCORE                                                
	Δ
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