
Program Benefits
•	 Standard	identity	card	across	the	

Federal	Government	

•	 Verified	identity	of	employees	and	
contractors

•	 Advanced	security	features	to	access	
Federal	buildings	and	IT	systems.		

•	 Two-factor	authentication	for	
network	access:

Something	you	have	
(DOI-Access	Card)

Something	you	know	
(Personal	Identification	Number	(PIN))

Card At A Glance
•	 Replaces	all	existing	identity	cards

•	 Issued	at	USAccess	Credentialing	
Centers	nationwide	

•	 Facility	access	to	Main	Interior	Building	
today,	and	to	other	DOI	facilities	in		
the	future

•	 Remote	network	access	to	DOI	
applications	in	2009
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Contact Information
Bureau HSPD-12 

Program:

HSPD-12 Program information:
DOI HSPD-12 

Program Management Office 
MS 5230 

1849 C Street, NW 
Washington, DC 20240

https://portal.doi.net/DOIAccess

GSA USAccess information:
http://www.fedidcard.gov/

U.S.	Department	of 	the	Interior
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Federal	identity	card	for	employees	
and	contractors
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SteP 1 SPONSORSHIP: 	
Bureaus	verify	background	investigations	
and	sponsor	employees	and	contractors.		
Sponsored	individuals	will	receive	an		
email	containing	information	to	schedule	
an	enrollment	appointment	at	a	USAccess	
Credentialing	Center.

SteP 2	 eNROLLMeNt:	
Sponsored	individuals	appear	at	a	USAccess	
Credentialing	Center	with	their	identity	
documents.	

SteP 3 CARD PRINtING: 	
USAccess	centrally	prints	and	distributes	the	
DOI-Access	Card.		After	the	card	arrives	at	a	
designated	USAccess		Credentialing	Center,	
the	enrolled	individual	will	receive	a	“Ready	
to	Pickup”	email	from	USAccess	to	schedule	
an	activation	appointment.		

SteP 4	 CARD ACtIVAtION:	
Enrolled	individuals	appear	at	their	
scheduled	appointment	to	receive	and	
activate	the	new	DOI-Access	Card.		

Name	and	color	
bar	designating		
employee	(white)	or	
contractor	(green)	

Photo

Expiration	
date

Emergency	Response	
Official	designation

Agency		
information

Height,	Hair	color,	
and	eye	color
(on	back)

Integrated	Circuit	Chip	storing:

•	 Card	holder	unique	identifier,	protected	by		
a	shielded	badge	holder

•	 Name	and	biometrics	(photo	and	two	fingerprints),		
protected	by	a	personally	selected	PIN

•	 Security	certificates	for	identity	verification

•	 Certificates	for	digital	signature	and	data	encryption

Microprinting
security	feature
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Department of  
the InteriorExpires2013OCT27

DOI

enrollment Appointment
•	 Make	a	15-minute	Enrollment	Appointment	within	two	

weeks	of	receiving	the	Sponsorship	email

•	 Bring	acceptable	identification	documents	to	verify	
your	identity		(i.e.,	driver’s	license	or	passport,		
and	existing	DOI	
ID	card)

•	 A	new	photo	will	
be	taken	and	
your	fingerprints	
scanned	so	
images	can	be	
stored	on	the	DOI-Access	Card

StePS tO GettING  
tHe DOI-ACCeSS CARD

Activation Appointment
•	 Make	a	15-minute	Activation	Appointment	within	a	few	

days	of	receiving	your	“Ready	to	Pickup”	email

•	 Bring	your	“Ready	to	Pickup”	email	containing	your	
card	activation	PIN	to	your	appointment	

•	 During	activation,	confirm	your	identity	through	
a	fingerprint	match,	and	
follow	guided	steps	to	load	
your	security	certificates	
and	create	your	own	6-8	
digit	PIN

•	 Safeguard	your	DOI-Access	
Card	by	keeping	it	in	a		
DOI-issued	shielded		
badge	holder

What are my 
responsibilities?

•	 Always	keep	the	DOI-Access	Card	in	the	shielded	
badge	holder	when	not	in	use

•	 Remember	your	personally	selected	PIN	
as	“something	you	know”

•	 Immediately	report	lost	or	stolen	cards	in	accordance	
with	bureau	card	management	procedures	

What happens to my existing card?
Existing	identity	cards	will	be	returned	to	your	Bureau	
Security	Office,	unless	directed	to	retain	them	for	local	
facility	access.

When can I set up my enrollment?
Your	bureau	must	verify	and	submit	your	identity	
information	to	the	USAccess	system	before	you	can	
schedule	an	enrollment	appointment.	

Features & Facts


